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A software supply chain attack 
occurs when a cyber threat actor 
infiltrates a software vendor's 
network and employs malicious 
code to compromise the 
software before the vendor 
sends it to their customers. The 
compromised software then 
compromises the customer's 
data or system.    - CISA

Compromising software code 
through cyber attacks, insider 
threats, other close access 
activities at any phase of the 
supply chain to infect an 
unsuspecting customer. 
- DNI

What Is A Software Supply Chain Attack ?
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Client #1

Client #3Client #2

Software 
Provider
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Software Supply Chain 
Attacks
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Threat IntelCISO AppSec TPRM
• Budgeting
• Program Development
• Skills Gap
• Fusion Center 
• CIO/CTO Alignment
• ASPM / TPRM

• Strategic Intelligence
• Tactical Intelligence
• Operational Intelligence
• Nation State
• Liability / Legal Risk
• Vuln Management

• Collaborate w/ Dev
• DevSecOps
• CI/CD
• Post-Build
• Pre-Deploy
• Modernize to 

Product Security

• Automate SRA
• Vendor Onboarding
• SBOM
• Inventory 
• Integrity
• Assurance

Building Pillars Of Trust In Software

SOC / PSIRT / Fusion Center
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Threat Intel
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01
Third Party Risk Management Intel  

Source: ODNI



Software Intelligence 
SOLARWINDS - BUILD ENVIRONMENT COMPROMISE

SunSpot SunBurst

TearDrop

RainDrop

SolarWinds
Build infrastructure

Orion
Software package

Targeted
customers

Developer compromise Supply chain attack Malware payload

TRUST BOUNDARY
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What: 100+ malicious Javascript 
packages

• Steals users’ form-fill data 
• Identified by finding obfuscation 

in open source

Where: npmjs.com

When: On-going – 17,000+ downloads
• Began Feb 17 2022

Why: Data can be used for:
• Identity theft
• Recon for future attacks

1. 
Typo-

Squatting

2. 
Developer
Download

3. 
Avoid 

Detection by 
Dev Team

4. 
Avoid 

Detection by 
Scanning

5. 
Get 

Customer 
Data

Malicious package 
published to npm with 

names similar to 
popular package

Package found by 
mistyped npm search. 
Developer downloads 

and includes in 
application

Package undetected 
during code review & 
vulnerability testing

Application with 
malicious dependency 

is deployed into 
production

Customer’s form-fill 
data is exfiltrated to 

C2 domains with fake 
developer website

Executive Summary

Evolving Threat Landscape
IconBurst - Attack Path Explained

http://npmjs.com/


Source: OpenSSF



Cascading Supply Chain Attack
Proposed Attack Scenario Chain - Confirmed By Mandiant

Source: Arstechnica



3CX Tampering 
Digital Signature Tampering

Trading 
Technologies

3CX

12 Million 
Users

600,000 
Customers

X Trader
Software Package

3CX Desktop Application 
(Windows & Apple)

Targeted
customers

Developer compromise Supply chain attack Malware payload

TRUST BOUNDARY

DRAFT



3CX Build Environment Targeted 



3CX - Trustable Verdict 
● Embracing stricter security rules inside their business environment
● Security review of the release artifacts -> behavioral differences between the versions



Malware Intelligence

Source: https://www.comparitech.com/software-supply-chain-attacks/

Malware Hijacks Operational Processes Enabling Tampering, Privilege Escalation, etc.
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Finding Secure Software
https://find.secure.software/npm/packages/@3cx/api
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AppSec Teams



Post-Build // Pre-Deploy
● Post-Build Opportunity
● Pre-Deploy Test



PackageDeveloper Source Build

Dependencies

Consumer

E

D GCBA F H

A  Submit unauthorized change
B  Compromise source repo

C  Build from modified source
D  Compromise build process
E  Use compromised dependency

F   Upload a modified package
G  Compromise package repo
H  Use compromised package

Exposed 
Secrets

Vulnerable 
Libraries

Key

Each Layer Has Risk
Considering the breath of attack vectors available

Dependency 
Confusion
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Common Software Supply Chain Use Cases
AppSec | DevSecOps | SOC | CTI | TPRM | PSIRT

2
0

● Ability to detect anomalous added functionality within a software package

● Identify risky application behaviors

● Large application artifacts can be analyzed for security relevant issues

● Ability to generate industry-standard formatted Software Bill of Materials (SBOM)

● Ensure applications are not shipping to production with embedded malware or digital signatures issues 

● Ability to process/analyze DMG, EXE, ESD, and MSI file types written in C/C++

● Query application portfolio in response to known malicious file, package, OSINT (e.g. log4j)

● Ability to compare software package risk posture from release to release

● Validate a software package as a final security check prior to production
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secure.software

Automation
Initial Package Analysis

   Analyze key packages
   Provide reports
 Review and prioritize issues
 Evaluate component risks
 mitigation strategies

 Analyze new versions
 Provide differential reports
 Identify high-risk changes
 Evaluate component changes
   Modify mitigations strategies

Differential 
Package 
Analysis

SA SaaS
Integration

 Automatically analyze new versions
 Analysis history
        Re-analysis on emergent threats
 Alerting on risks

Differential Package Analysis
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“Safeguarding artifact integrity 
across any software supply chain”

Package

Tool Sprawl
Lower Risk | Reduce Costs | Build Trustable Verdicts

The scope of the software supply chain 
is extensive.

History has proven that compromise 
can happen at any stage of the 
software lifecycle from development 
through consumption, thus creating an 
large attack surface for malicious 
actors to prey on. 

So where can software publishers and 
consumers alike start to manage the 
risk of software security and integrity?

Developer Source Build

Dependencies

Consumer

!

! !!!! ! !

Source: Dazz Guide to building secure SDLC
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SSCS Use Cases

● Typosquatting
● Bypassing commit controls
● Software Distribution Networks
● Functionality Vulnerabilities
● CI/CD Platform Attacks
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CISOs
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Risk & 
Compliance

NIST

Executive Order 14028 

AppSec/Dev 
Control 

TPRM / ITSM / 
Procurement

SOC

Open-Source Repos 
(NPM, PyPi, GitHub)

DevOps Tool Exposures 
(Build & Binary 
Compilation)

Triage, 
Investigation 
& Remediation

Manual 
Malware 
Analysis

Threat Hunting
Software Release 
Composition & 
Dependency Analysis

Automated SSCS 
scanning as part of your 
CI/CD process

Recurring Automatic 
Software Updates

3rd Party COTS 
Software Selection

ITSM Security 
ValidationGRC

Addressing Software Supply Chain Threats

26
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Modern Day Challenges For IT Leaders
Traditional Definitions of Assets in NIST just won’t cut it for proper risk assessments 

Employee

SOC limited on monitoring inbound SMS messages 
of employee BYOD for Phishing or SIM Swapping

EDRs not deployed on VM’s which 
attackers build and deploy onto 
your cloud infrastructure 

Detecting & Blocking Encryptor 
Deployments on Hypervisors   

MS Entra(AD) Golden SAML attacks 
rarely picked up on network detections 

Remote Access Tools not blocked 
by EDRs & AVs 

Personal browsers where employees access 
corporate resources may have infostealers and 
SOCs can’t monitor

SaaS Tools have limited monitoring 
capabilities & corporate Email 
attachments hard to scan dynamically



Do you know what makes up the software that you 
entrust sensitive business data with?

- Generate a comprehensive SBOM including 
commercial & OSS components/dependencies

- Extract embedded files which may be hiding malware 
or sensitive information (i.e. secrets)

- Automate testing at scale, analyzing COTS software 
packages in seconds 

- Independently test software, don’t rely on vendor self 
attestation or evidence

Are “pen & paper” security questionnaires a 
bottleneck in quickly onboarding new vendors?

Can you identify if software you purchased has 
been tampered with?

- Detect digital signatures that have been maliciously 
manipulated

- Pinpointing suspicious behaviors within any 
component across release versions

Do you struggle to assess the security risk 
presented by software vendors pre-contract?

- Assess 3rd party COTS software, using only the 
binary package (no source code required)

- Leverage analysis results to make informed business 
(e.g. procurement) decisions, considering security risk

- Analyze large (10GB binaries) and complex files 
(support of 4k+ file types) at the speed of business

Can your security tooling (e.g. anti-virus) scan 
large and complex 3rd party software (> 5 GB)?

Do you analyze software releases (patches, 
hotfixes, etc.) before proceeding with updates?

- Perform differential analysis to identify suspicious 
changes introduced between releases

Building Trust In Software
Answering some foundational discovery questions, to understand how we can help partner better with InfraGard Community

 2023 REVERSINGLABS PROPRIETARY CONFIDENTIAL
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Security assessment
● Detailed control over tools used in organizations development environment
● Like with firewalls, forbid everything and make exclusions after security assessment
● Central repositories for tooling used across your organization
● Software scheduled for automatic updating should first go through security review to 

prevent automated proliferation
● Keep in mind that plugins and extensions can be as equally dangerous
● Perform security assessment of third party modules used in your code base to prevent 

inclusion of compromised modules into your product
● Perform security assessment of release artifacts to prevent distribution of the product to 

your customers in case it gets compromised 



Collective Defense Fusion Strategy
Building a SSCS Program In Your Organization

Third Party Risk 
Management / IT OpsDev  / AppSec / PSIRT

CONTROLS

POLICIES

Security Architecture

PREVENT
Unverified 
Software

PREVENT
Unverified 
Updates

BLOCK 
Supply 

Chain Attack 
Triggers

MONITOR
Malicious 
Software

PHISHING

MALWARE ANALYSIS

IR & THREAT HUNTING SOFTWARE DRIFT

THIRD PARTY & COTS

SOFTWARE DEPLOYMENTDEVOPS TOOLS

OPEN-SOURCE REPOS

SOC / CTI / Hunt

SOFTWARE RELEASE

AUTOMATIC UPDATES

STORAGE

PROD & APP UPLOADS

Assets   —---------------------------------------------------------------------------------------------  Full Visibility
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Thank You

ali.khan@reversinglabs.com 

mailto:ali.khan@reversinglabs.com

